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Welcome to HMS Loader

SECTION 1—INTRODUCTION

1.1 Identification

The HIV Management System (HMS) Loader (HMSLoader) is a secure web browser-based
application for the manual and electronic entry and the submission of blood specimen
demographic information. HMSLoader is designed to support the Department of the Navy,
Marine Corps, and Department of Defense beneficiary user community by providing access
through the Internet using the Microsoft Internet Explorer (IE) browser. The Navy Central
HIV Program (NCHP) manages this application as a secure web-based replacement for the
Automated Request Form subsystem of the Automated Link Service (ALS). Designated
users access HMSLoader through the Internet Explorer (IE) browser. By using IE, NCHP
can deliver this service to a broader number of Department of Defense (DoD) users.

1.2 HMSLoader Registration and User Guide Overview

HMSLoader consists of two modules: registration and entry. The HMSLoader Registration
V1. User Manuals apply to the features associated with the HMSLoader web application. The
major function provided by the HMSLoader Registration site is to allow for site and Point Of
Contact (POC) registration submission for HMSLoader Entry access. Registration
submissions are sent electronically to Navy Central HIV Program HMSLoader Administrators
at the National Naval Medical Center in Bethesda Maryland.

The HMSLoader site has two main modules for Loader registration requests - Site and POC.
Site Registration - Allows transmission of all information pertaining to the site in general
and will allow for authorization and validation of site legitimacy.

POC- Allows transmission of personnel information pertaining to individual(s) who will
serve as contacts for authorized sites.

1.3 Site Access Criteria

HMSLoader Registration is accessed by way of the Internet using Microsoft Internet Explorer
(IE) web browser 4.0 or above. Your computer should, in most cases, already have a
current version of IE Explorer installed. If, however, you need to install or re-install IE
Explorer, you may access the free download files from the following site:
http://www.microsoft.com/windows/ie/downloads/default.asp

1.4 Assistance

If you need assistance you may contact:
Navy Central HIV Program

National Naval Medical Center
Bethesda, Maryland 20889-5600

Com: 301-295-6590/DSN: 295-6590
Fax: 301-295-1639

E-mail: nchp@bethesda.med.navy.mil
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SECTION 2—GETTING STARTED

2.1 Launching Internet Explorer
Open the Microsoft Internet Explorer browser from either the Programs toolbar shown below
or the Internet Explorer icon, generally found on the desktop.

Step 1
Click Start, Programs and Internet Explorer as shown below. e
Exoiorer
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Exhibit 2.0 - Windows Program Menu
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2.2 Internet Explorer - Trusted and Local Site Configuration
Once IE has been launched, there are a few configuration rules that must be designated in
the settings prior to HMSLoader access. Follow the steps below to configure IE.

3 Welcome to MSN.com - Mictasoft Internet Explorer BEE |

Fie Edt View Favortes | Took  Help

bk -9 Q4 M G F)E G- Step 1. Open Internet

- ——— Sindhronize..,

Address Qj“; v, s, cor e Liis * EXp|0rer.

Shiow Related Links
_ it giving help for every occasion at MSN eShop Help n

'nsnj' /" Mtone | SN ‘ Monday,Now 4 Step 2t Go to dthe ITOSIS
— L N — menu item and selec

MSN Home | MyMSN | Hotmail | Search | Shopping | Money | People & Chat § 8 I nte rn et O pt| ons.

SealchtheWeh:— w Internet Services
Step 3. Click on the
Puzzles, inkhlot totems & other art projects for kids WH ‘,"75'? ru:t‘e:tly_ msn'* 8

Security tab.

Exhibit 2.1 - Internet Explorer
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2.2.1 Trusted Sites

This setting prevents an ActiveX prompt from appearing each time a new screen is loaded in

Internet Explorer.

Internek Options

General Security I F'li\-'ac:_l,ll Contentl Connectionsl F'rogramsl Advancedl

2 Step 1. Click on the Security tab.

Interrnet Local intranet  JFEEE RS

_—v

Trusted sites

Thiz zone contains Web sites that wou
trust nok bo damage wour computer or

data.

Mo zites are in thiz zone.

Selectaeb content zone to specify its security settings. Step 2. C“Ck on the Trusted SIteS iC0n.
Restricted Step 3. Click the Sites button.
sites
Sites |,(’ Step 4. Enter the HMSLoader address:

https://hmslreqg.bethesda.med.navy.

— Security level for this zone

Custom
Custarm settings.

Custom Lewvel... I

mil/HMSLReg . or use

https://hmslreg2.bethesda.med.navy.
mil/HMSLReg

- Taoch th ttings. click Custom Lewel .
- TE SS:TE: rece:'osl':'namlgr?éeg IgettinL;SS?;Ticlf\E)eefault Lewel. Cl |Ck on Add . The add ress Sh0u|d now

appear in the “Web Sites” window after
selecting the Add button.(Note: you can

o ]

Default Level | highlight the above addresses and paste
either into the address area in your
Cancel I Lol I browser)

Exhibit 2.2 -Trusted Sites

Add this Web sike ko the zone:

]

vou can add and remove Web sikes From this zone. all Wweb sites
in this zone will use the zone's security setkings.

Step 5.

Wyeb sites:

fdd Click on box “Require
server verification (https:)
for all sites in this zone”

v Require server werification (htkps:) For all sites in this zone

_ o || steps.

Next, Click OK.

Ok I Cancel I

Exhibit 2.3- Trusted Sites
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2.2.2 Internet

Z=]

Internet Opktions

General Security I F'rivac_l..ll Cnntentl Prngramsl .&dvancedl

Select a'web content zone to specify its zecurity settings.

Q @

ocal intranet Trusted sites Restricted
zites

Sites... |

Internet

Thiz zane containg all web site
haven't placed in ather zonesz

— Security level for this zone

Custom
Cuszstom zettings.
- To change the zettingz, click Customn Lewvel.
- To uze the recommended settings, click Default Level.

Cusztomn Lewvel... I Drefault Lewvel I

o]

Exhibit 2.4 - Internet

Cancel I Apply I

Securnty >etting 7=
Settings:
" 4 - ard plug in= -
] Mrowanlaad <signed Ackivex conbrals
> Disable
{®> Enabl=
> Praompt
] Dovwnload unsigned Actives conbrols
> Lusable
{8 Cruable
C} Frormpk
| wi] Initizlize and script Ackivex cantrals not marked as safe
> Disable
(e Enabl=
> Prampt 3
Lal Thy owem M omein g e e g | el gl g i
4] i k|
Fimsel Coslon) sellings
Eeset toy | Medium-low j Feset
Ok Zancel |

Exhibit 2.4a -Internet Security Settings

February 2004 5

Step 1.Now, click on
the Internet icon.

Step 2. Click on the
Custom Level shown
to the left.

Step 3
Make sure the following
settings are set to “Enable”.

e Download signed
ActiveX controls

¢ Download unsigned
ActiveX controls

e Initialize and script
ActiveX controls not
marked as safe.

e Run ActiveX controls
and plug-ins

Step 4
e Reset to: Medium-
low.

Step 5
e Click OK.

Document Version 1.1



HMSLOADER SITE & REGISTRATION USER MANUAL

SECTION 3—HMSLOADER REGISTRATION - SITE ACCESS

3.1 Internet Secured Web Address

To access the HMSLoader Registration site, the following secured Loader URL site must be
entered in the “Address” path of the Internet Explorer window.

Internet address (URL): https://hmslireg.bethesda.med.navy.mil/HMSLReg or
https://hmslireg2.bethesda.med.navy.mil/HMSLReg

Note: This address is case sensitive and must be entered exactly as shown above.

€] WELCOME TO AOL ANYWHERE - MICROSOFT INTERNET EXPLORER _lo| x|
File Edit View Favorites Tools Help ﬂ
@ 4t | Qseach | @gFavorites @iveda 3 | By~ S

ADDRESS |-E_$I] https:fihmslreg.bethesda.med.navy. milHMSRag j @Gn LINKS >

Exhibit 3.1 HMSLoader Web Address

3.2 Windows Security Alert — Secured Web Access
A “Security Alert” message will appear once the HMSLoader URL is entered in the address
section of Internet Explorer. Click on™Yes” button to proceed to the HMSLoader main home

page.

Security Alert x|

iF Infarmation yau exchange with thiz zite cannaot be viewed or
?. changed by otherz. However, there iz a problem with the zite's
: zecurity certificate.

& The security certificate waz izsued by a company you have
not chogen o trust, View the certificate o determine whether
wou want to trust the certifping authority.

ﬂ The securty certificate date iz walid.

The name on the zecurnity certificate iz invalid or does not
match the name of the zite

Dra you want bo proceed’?

“iew Certificate

Exhibit 3.2 - Windows Secured Site Alert
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SECTION 4—HMSLOADER REGISTRATION SITE ACCESS

4.1 DoD Computer System Notice & Privacy Act Notice
Upon site access, the screen below will appear displaying the Department of Defense

Computer System Notice and Privacy Act Notice. After reading the two notices, the user
may either click the “Accept” button to access the HMSLoader Registration Main screen or
select the “Decline” button to exit.

(Note: When closing the HMSLoader web site the system will redirect the users web browser
to the Navy’s homepage [www.navy.mil]).

DoD Computer System Notice

Thiz 1z a DeoD computer system. Thiz computer svstem, which mcludes all related equipment, networks, and
networle devices (specifically including access to the Internet), are provided only for official U5, Gowvernment
Business. DoD computer systems may be monitored by authorized personnel to ensure that their use is authorized,
for management of the system, to facilitate protection against unauthorized access, and to venfy security
procedures. Monitoring includes "hacker" attacks to test or verifyy the security of this system against use by
unauthorized persons. During these activities . mformation stored on this system may be examined, copied and
used for authonzed purposes and data or programs may be placed into this system. Therefore, mformation you
place on this system 1s not private. Use of this DoD computer system, authonized or unauthornized, constitutes
consent to official monitoring of this system. Tnauthorized usze of a DoD computer system may subject you to
criminal prosecution. Esndence of unauthorized use collected during monitoring may be provided to appropriate
personnel for administrative, criminal or other action.

Step 1
Click on

Privacy Act Notice “ " “ .
Accept” or "Decline”.

Information contained in this systerm 15 subject to the Privacy Act of 19874 (517 S.C. 5524, as amended).
Personal information contained in this system may be used only by authorized persons n conduct of official

business. Any individual responsible for unauthonized disclosure or misuse of personal information may be subject
to fine of up to £5,000

Accept Decline
Exhibit 4.1 — DoD Computer System Notice & Privacy Act Notice

4.2 HMSLoader Main Page

The Registration Module has three options: Exit, Site, and POC.

Note: a site must have already established a Site account before the POC can submit a
registration. The site must also be an approved site for access before POC registration can
occur.

Navy Central HIV Service

NCHS Support

Fresdom of Infarmation Act

Hegiztration
Sns
POC

=]

Exhibit 4.2 — HMSLoader Registration Main Screen
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4.3 Exit
The Exit link closes the HMSLoader Registration module and contacts the Navy web site.
(http://www.navy.mil)

Exat

Registration -
Site
PoC

Exhibit 4.3 -Site Registration Exit

4.4 Site Registration
By clicking on the “Site” hypertext link under the Loader registration, the screen below will
appear. It is on this page where all contact information regarding a site is entered.

0 e 1 s Rt et s Srsteen - S ool Lt et Eearer

Navy Central HIV Service
NCIHS Support
Freedom of Information Act
P Site Registration Step 1 A A
s erden [ e _Enter th(_e site app_roprlate
= N information for this screen.
Agesey Wame: [
Bldg®m [
Sweeto: [ . .
e — S [FT o The required fields for
FipCode: [ Country: [LRaTED STATES =] the Site Reglstration
Your Marme: [ Fhone: | pew [ . . .
T window are listed in
IT CIO Mame: [ Phone; [ pew: [ EXhlblt 4. 5.
IT IO E-Mad |
P Addwess: [
Est HIV A-lru:uu;]d ,—
CHCS Access: [tin =] Fiegriter Caneel B
=

Exhibit 4.4 -Site Registration Page

NOTE: If the IP address of your computer is unknown, contact MID or ITS. You may also
obtain the IP address by this address whatismyip.com . Click on “*Go” follow the instructions
and the site will display the PC’s IP address.

February 2004 8 Document Version 1.1
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Required Site Registration Fields

Field Name Required? | Notes

Service Yes

UIC Yes A UIC can only be registered once.

| Agency Head Yes
| Agency Name Yes

Bldg/Rm. No

Street/PO Yes

City Yes

State Yes

Zip Code Yes

Country Yes

Your Name Yes First, Middle, and Last name

Your Phone Yes No hyphens or parenthesis needed (i.e.
3012951234)

Your DSN Yes

Your Email Yes Military issued e-mail address that ends in ™.mil”

Address (i.e. xxxx@navy.mil).

IT CIO Name Yes The first, middle, and last name of the Chief
Information Officer for the command.

IT CIO Phone Yes No hyphens or parenthesis needed (i.e.
3012951234)

IT CIO DSN Yes

IT CIO Email Yes

Address

IP Address Yes

Est. Annual HIV Yes Estimated number of specimens processed in a

Total year.

CHCS Access Yes Does the site have CHCS access?

Exhibit 4.5 - Site Registration Required Fields

4.4.1 Successful Site Registration Request Transmit

Once the required information has been entered, click the Register button. This will initiate
an action to edit the information entered, and, if there are no validation errors, the following
“Site Notification Screen” will appear.

Your Site registration request has been received. You will receive a
response by e-mail in the next few days.

Exhibit 4.6 - Site Registration Confirmation Notice
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4.4.2 Site Registration Approval or Rejection

Once the Site registration is reviewed by the NCHP Systems Administrator, a confirmation
email message will be sent to the Site. This will inform the site whether the request was
approved or rejected. The Site registration process is only required once for each site.

¥ F: Registration information - Message (Plain Text) - US-ASCIE -18 x|

| Bl Edt Vew Insert Fomek Took Actions Help

|z @] 5 2] 0 @] ¢ 4]t | B [B 2

|
|

Subject: |FW: Registration information

| . Jl cJalBrul=e=tEeE—

Increase Indent |

Congratulations, your site has been approved. Tour information: =l
ServicelD: N
CurrentServiceID: N
UIC: 66975
AgencyHead: sdfasdf
Agencylame: sdfsdf
Bldghm: sdf
StreetPO: dsfas
City: sdf
State: MD
CurrentState: MD
ZipCode: 23432
Country: U3
CurrentCountry: U5
: dfgdf
RegPhone: 34534
RegDSli: 34534
RegEMail: tnlewis@hethesda.med.navy.mil
ITCIO: asdf
ITPhone: 2345
ITDSN: 234
ITEMail: gulopesBbechesds.med.navy.mil
IPiddress: 2354
EstimaredHIVAnmualTotal: 23
HCSA : No
ResponsihleUIC: 00168
CurrentResponsiblelIC: 00168
We noticed some errors in your data and fixed thew. Here are the modified
fields:
RegEMail: fogfdglsdf.mil
ITEMail: afdgsdf.mil
CHCShocess: N

g
Exhibit 4.7 — NCHP Site Approval Email
I 1 Regestration information - Message (Phain Text) - Us-RSCIE =18]x]
Bo €t Wew [rot Fomot Dok dvtions b
Giwed | LGB0 @YY PHoes. G T - - JJA|p £ o =z = s —

o |f
e f

Subject: [ Regstration rormston

ariginal Nessage
thesda.med, navy. =il [madlto:NCHPdbethesds med. navy. mil]

reg, your Site Regisceation Requesc has been rejected. Rejeecion reason:
5ite PIC cannot be validated.

Exhibit 4.8 — NCHP Site Rejection Email
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4.5 POC Registration
Once the site has been registered, each individual user must register as a POC to access the
HMSLoader System.

=]

Exhibit 4.9 - HMSLoader Registration Main Screen

4.5.1 Point of Contact (POC) UIC Validation

To begin the POC registration process, click on the POC hypertext link under the
Registration Menu. The POC Unit Identification Code (UIC )Validation screen below will be
displayed. The UIC is a unique code identifying the site. Enter the UIC of the site (i.e.
00168 for NNMC, Bethesda, MD). The UIC is a unique code identifying the site. Click on
“Check” to verify whether the UIC has already been registered. If it has, the POC
Registration screen will be displayed. If not, an error message is displayed to complete the
site registration request first.

POC UIC Vahidation

Pleaze enter a previously submmitted TITC: I

Cheu:k1 Cancel 1

Exhibit 5.0 - POC UIC Validation

Note: You may register as POC at anytime after submitting your Site Registration request;
you do not have to wait for NCHP approval to submit the POC registration request.

February 2004 11 Document Version 1.1
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4.5.2 POC Registration Screen

Upon UIC verification the POC registration screen below will appear prompting for contact
information for the requesting individual. The POC Registration page with display with some
information already filled in from the information provided from the Site registration.

NCHS Support

Freedom of Informatian Act

Navy Central HIV Service

After POC information is

entered click “Register”

Exit to proceed.
POC Registration
Registration
;WT;(_; TIC: 00168
5B =] Note The Reminder field
psw [ Fee [ . . .
o is currently inactive but
;m:;"d U does require some text;
ency Name: Hational Naval Medical Center . .
T please place N/A in this
Sreet PO 8501 Wizconnn Ave. 1
City Bethesda State: MARYLAND fleld "
Zip Code: [Foses-seon Country: UHITED STATES

Lak OIC:
Reminder: Rugister Cancel

Exhibit 5.1 - POC Registration Screen

4.5.2a Required Site Registration Fields

Field Name | Required? | Notes

UIC Yes Enter the UIC from your site information.

POC Yes

Phone

DSN Yes

Fax

E-Mail Yes

Agency The POC address field will auto populate with the

Head information added in the Site Registration address
field.

Agency The POC address field will auto populate with the

Name information added in the Site Registration address
field

Street/PO | Yes The POC address field will auto populate with the
information added in the Site Registration address
field.

City Yes The POC address field will auto populate with the
information added in the Site Registration address
field

State Yes The POC address field will auto populate with the
information added in the Site Registration address
field

Zip Code Yes

Lab OIC Yes

Reminder Yes N/A

Your Yes

Phone

Your DSN Yes

February 2004
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4.5.3 Successful POC Registration Request Transmit

Once the “Register” button is selected the system will immediately check that all
information has been entered correctly in the fields. If there are no errors found, the
confirmation message below will be displayed. The confirmation notice includes a one-time
temporary password that will be needed to access the HMSLoader Entry site.

The temporary password will not be valid until Site approval.

Note: If this Authorization Code is lost or forgotten, please contact the NCHP Helpdesk.

43 NCHS HMSLoader Registration System - Micrasoft Internet Explorer P =] ﬂl

Navy Central HIV Service

NCHS Support

Freedom of Information Act

Exit

Registration -
POC Your POC registration request has been received. You will receive a

response by e-mail in the next few days.

Tn addition, wou have been assigned this authorization cods, which you will need once your POC ragistration has
been processed

Authorization Code:
105u6d1x1oSob6rmtadk

You will use it to obtain auser name and first time password, Please print this page and keep it in a safe place

=

Exhibit 5.3 - POC Registration Confirmation Notice and
Temporary Authorization Code.

4.5.4 POC Acceptance or Rejection

The NCHP Systems Administrator will review the POC registration request and upon
approval, an email notice of authorization will be sent. There will no longer be a VPN
connection to HMSLoader.

=
Bl Bt Y et Fomat [ook Actions b
Do Eecly | (ereply to 4 | o Forward | o rYOE .- q @
From: WO FEbethasda, med. navy Senki Thu 10/21/2002 3:45 FM
e narey.mdl.
POCTsgistrationbiotification™ rot Fourd
=]
hesda med navy sl
Tame: Hational Maval Medical Ceater
Wiseonsm Ave.
some srrors m your data and fed themn Here are the moddied -~
fields
I Address: Same Az Site =|

Exhibit 5.4 — NCHP POC Approval Email
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4.5.4 (Continued)

If the POC registration request is rejected, an email will be sent to that person stating the
reason for the rejection.

% FW: Registration information - Message (Plain Text) - US-ASCIT = il
J File Edit Wiew Insert Format Tools Actions Help
[izzend [R5 Bz @ 0|t 4| v | oo | 3 2 Elals rujE==EE =
T IRequestlngSlte@_.m\H
o |]
Subject: IFW: Registration infarmation
From: NCHP @hbethesda med. navy.mil [mailto MCHP @bethes da.med. navy. mil] =l
Sent: Friday, October 25, 2002 10:00 AW
To (@hethesda med navy.mil
Cc: POCRegistrationtTotification™® not found!
Subject: Registration Information
Sorry, your POC registration request has been denied for the following
reason(s:)
Site POC could not be varified.
Kl

Exhibit 5.5 - NCHP POC Rejection Email
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ANNEX A: ABBREVIATIONS, ACRONYMS, AND TERMS

This section identifies abbreviations, acronyms, and terms that will aid in the understanding
of this document.

ALS Automated Linked Service

ARF Automated Request Form

BUMED Bureau of Medicine and Surgery
CHCS Composite Health Care System
DoD Department of Defense

DoDD Department of Defense Directive
DON Department Of the Navy

HIV Human Immunodeficiency Virus
HMS HIV Management System

IE Internet Explorer

MHS Military Treatment Health System
MTF Military Treatment Facility

NCHP Navy Central HIV Program

NNMC National Naval Medical Center
OASD(HA) Office of the Assistant Secretary of Defense (Health Affairs)
POC Point Of Contact

TPC Transshipment Processing Center

February 2004 15 Document Version 1.1



